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Preface

mmary
Thisguideis providedto guidethe usageof nChronoslt isrecommendedo readthis guidechapter
by chapter,whichare arrangedaccordingo usageanddifficulty.

Who shouldreadthis paper
Thisguideiswritten for all usersof nChronos.

Glossary

The commonlyusedtermsin this guideare describedn Tablel.
Tablel Glossary

Term Description ‘

Thecoreof nChronosfor capturing,analyzingand storing
the traffic dataof target network whichis alsocalledas
network link. Communicatesvith nChronosConsolevia
the communicationport. AlsocalledasServer

nChronosServer

Adatapresentationplatform. Connectdo nChronos
Server providesvariousstatisticsfor usersto viewand

nChronosConsole analyzethe network traffic status andprovides
retrospectiveanalysisnew analysisand datadrilldown.
AlsocalledasConsole

The network elements,includingprotocols,addresses,
Analysisobject ports, conversationsapplicatiors, hosts,network
segmentstarget network, and other elements.

A networkinterface/porton nChronosServer generally
Captureinterface connectedwith the mirror port, for capturingthe traffic of
the target network.

Anetworkinterface/port on nChronosServergenerally
Management for accessinghe Internet suchthat nChronosConsoles
interface andthird-party appscanaccesthe nChronosServerto
obtain statisticsand analysigata.

A network objectfor nChronogo collectcaptured

Networklink network traffic andto makestatisticsand analysis.
o AlsocalledasretrospectiveanalysisProvidesdetailed

Backin-time ) : . .

analysis analysigresentation,datadrilldown, new analysisand

variousstatisticsfor historicalnetwork data.

Atime rangewith specificspanwhichcouldbe 4 minutes,
TimeWindow 20 minutes,1 hour, 4 hour andother time spans Smaller

time spanprovideslessdatavolumeandfiner data

granularity With the TimeWindow, network data of
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Term Description ‘

historicaltime canbe retrievedeasily.

A groupof userdefineddata screeningconditionsor rules

Filter to acceptthe requireddata.

A pair of IPaddresseswithout the identificationof source

IPpair addressand destinationaddress.

Levelby-levelprogressiveanalysison selectednetwork
Drilldown objectswhichincludeapplications, network segments,
addressesndconversations

A packetlevelanalysissystem.Providedots of statistics
ExpertAnalyzer aboutselectednetwork objectsandoriginaldecoding
information of the packets.

URLbasedapplicatiors and definedby hostname, P

Webapplication addressport numberand URLparameters.

Signature Applicatiors definedby the feature codesof originaldata
application flow, in ASClIHex,UTF8 or UTF16.

Performance Theanalysion the serviceperformanceof anapplication
analysis

Copyright© 2016 Colasoft All rightsreserved. 2
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Introduction

ThischapterintroducesnChronosanddescribeghe architectureand deploymentof nChronos.

About nChronos

ColasoftnChronosconsistsof nChronosServerand nChronosConsolenChronosServertis the core of
nChronosfor capturing,analyzingand storingthe packetsof target network. nChronosConsolds
justlike a datapresentationplatform, for accessingiChronosServetrto obtain statisticsandother
analysigdatafor presentation.Usersshouldfirst deploynChronosServerandthen connectthe
nChronosServerto a Console€o view data.

Architecture

ColasoftnChronosrver containsat leasttwo network interfaces one calledascaptureinterface
andthe other asmanagemeninterface.With the captureinterface,nChronosServercapturesall
packetson the target network viathe mirror ports on switchesor taps andthen deliveriesthe
packetsto analysisand statisticalmodulesto analyzeandstore. With the managemeninterface
nChronosServercommunicatesvith nChronosConsols overthe LANor Internet.

ColasoftnChronosConsolesommunicatewith nChronosServerausingC/S(Client/Server)
technology WhennChronosConsolemonitorsthe network link in reaktime, displayshe statistics
on the analysisvziews,exportsstatistics,downloadspackets drills down network objects,makes
refine analysisand performsother communicationoperations,it sendsrequestcommandsgo the
Serverthenthe Serverespond the commandsandreturnsrelated data. Furthermore,nChronos
ConsoleandnChronosServercommunicateoverthe Internet usingT CP/IRprotocolswith specified
port number.

Thefunctionalarchitectureof nChronosConsolesandnChronosServerds describedasthe following

figure:
(' nChronos | (" nChronos
Console Server
| Output | | Capture |
| Retrieval | A N | Analysis |
| Drilldown | N V] | Statistics |
| Management | | Storage |
| Back-in-time | | Configurations |
L v . A
Deployment

Forthe networksof different scalesandwith multiple network links,nChronoscannot only capture
andstorethe network data of localnetworksbut supportdistributive deploymentandremote
monitor. Forthe critical network links, multiple nChronosServersanbe deployedand userscan
connectto remote nChronosServersat any placeanytime for dataanalysisand network
managementFurthermore,usingnChronosConsolesthe traffic of criticalnetwork linkscanbe

Copyright© 2016 Colasoft All rightsreserved. 3
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monitoredin reattime and canbe reported oncethere areanomales Thedeploymentof nChronos
isvisualizedasthe followingfigure:
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To capturetraffic effectively,the traffic sourcesare mustfrom appropriatenetwork deviceswhich
includemanagedswitches hubsandtaps. Managedswitchesarethe perfectchoicebecauseyoucan
usetheir port mirroring/SPANunctionto copythe packetsto a monitor port. Thisfunctionis called
asPortMirroring (Ciscccallsit SPAN Formore detailsabout port mirroring, read Switch
Managemenin our website.

Managedswitches

The following figure showssimplifiednChronosdeploymentin a network with managedswitches.

nChronos Server

Management Interface |

Capture interface

nChronos Console

| @
}: Router
anh ranas Consale

L2 Switch

Hub

If amanagedswitchis unavailableon the network, you mayusea hub asthe traffic source.ln sucha
network, the capture interfacesare connectedto the hub. Note that a hub canonly processl00

Copyright© 2016 Colasoft All rightsreserved. 4
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Mbpsof traffic, andA (in@ & goodchoicefor modernnetworks.Butif the network traffic is small,a
hubisalsoaneconomicakthoice.Thefollowingfigure showssimpified nChronosdeploymentin a
network of hubs

Internet

[ Capture interface |

nChronos
Server

nChronos

| Management Interface
Console

&

Tap

Besidesisinga hubto capturetraffic from a smallnetwork, a network tap is amore wisechoiceto
be usedto capturetraffic from a heavilyutilized cable A networktap isactingthe port mirroring
function of amanagedswitch,whichis ableto makea copyof all packes andsendit to your server.
The figure below showssimplifiednChronosdeploymentin a tap network.

Internet

[ Capture interface |

nChronos
Server

| Management Interface

- nChronos
Console
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Installation, Activation and Uninstall

Thischapterintroducesthe installationof nChronosServerandinstallation activationand uninstall
of nChronosConsole

InstallingnChronosServer

Follow the stepsbelowto install CentOS$.6first, andthen installnChronosServer.

Note: Theinstalation of the OSwill overwrite previousOS.

Prerequisites
1. ColaO%.6installationfile;
2. nChronosServerinstallationfile: nchronossxxxx.rpm
3. Thereshouldbe two RAIDpartitionsand mount datapartition onto /data.

RAIDPartitions

1. Startthe machine,and presscorrespondingshortcut key accordingto the model of RAID
cardto goto the RAIDcardconfigurationinterface.

TakingPERE1710Pfor example pressCTRL+B goto the RAIDcardconfigurationinterface.

2. Pres$2,chooseClearConfigto deletethe default configurationinformation.

PERC H?10P Adapter BIOS Conf iguration Utility 4

Mgmt

PERC H}’ll'JI-’ Adapter (Bus Ox02, Dev Ox00) i
No Configuration Present ? Create New UD
[-1 Unconfigured Physical Disks .

E 00:01:00: Ready: 278.87 GB Clear Config

00:01:01: Ready: 278.87 GB
00:01:02: Ready: 278.87 GB
00:01:03: Ready: 278.87 GB

3. ChooseCreateNew VD, chooseRAID5, selectall physicaldisks,use Tab key to switch, set
VD Sizeof VDlasrecommended60 G and VD Nameas systen) and then chooseOKall the
way.

Copyright© 2016 Colasoft All rightsreserved.
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PERC H?10P Adapter BI0OS

Lonfiguration Ut

Mgmt

LCreate New UD

| RAID-S II 836.62

N/A
1 Advanced Settings

[X100:01:00 278.87 GB
[X1PO:01:01 278.8
[X1PO:01:02 2
(X1PO:01:03

4. AddVD2on DiskGroup no needto choosephysicaldiskagainhere, chooseRAID5 for RAID

Leve] choosethe rest storagespace,set VD Name as data, chooseAdvancedSettings set
ElementSizeas1 MB, andchooseOK.

5. Initializethe two partitions, selectthe partition, pressF2, selectFastinit.
6. Restartthe serverafter finishingthe settings.

Installing OperatingSystem

Installthe operatingsystemCentO%.6.

InstallingnChronosServer

1. UseSSHool to remotely connectto the server, put the installationfile in the file folder
aroot¢, asshownbelow:

-rW-r--r—— 1 root root 58477252 Nov 12 10:24

2. Modify the privilege with the command:chmod+x nchronossxxx.rpm
3. Addanewfile folder nameddatawith the command:mkdir /data
4. Executethe installationcommand:rpm -ivh nchronossxxxx.rpm

Thedefaultusernamefor connectingto nChronosServerisadminandthe passwords D&"4Vs

InstallingnChronosConsole

Systemrequirements

The recommendedsystemrequirementsfor nChronosConsoleare:
1 4-coreprocessor
1 4GBRAM
1 Independentnetwork adapter
9 Internet Explorer9.0 or higher

Copyright© 2016 Colasoft All rightsreserved. 7
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InstallingnChronosConsole

Before installingnChrono<Consoleyou should:
1 Makesureyour machinemeetsthe minimumsystemrequirements.
1 Closeall runningapplicatiors on your machine.
1 Uninstallanyearlieror trial versionof nChronosConsole

To installnChronoConsole:

1. Doubleclickthe installationfile of nChronosConsoleand then the Setupwizard appears.
dick Next.

2. Onthe LicenseAgreementpage,reviewthe LicenseAgreementand, if youagree,selectthe |
acceptthe agreementcheckbox,andthen clickNext

3. Reviewthe productupdates,andthen clickNext

4. Pecify an installation directory. By default, the installation directory is C\Program
Filed ColasoftnChronosConsoles.0. To specifyanother directory, usethe field providedor
clickBrowseto locateaninstallationfolder. ThenclickNext

5. Secifythe folder nameon the Start, andthen clickNext.

6. Secifywhetherto createadesktopiconanda quickstarticon,andthen clickNext

7. Onthe Readyto Install page,review the installationinformation and, if all information are
correct,clickInstall to installnChronosConsolgo the computer.

8. Reviewthe Readmeandthen clickNext.

9. dick Finishto complete the installation. By default, the Launch Program check box is
selectedto launchthe programafter the installation

ActivatingnChronosConsole

After the installation,the ActivationWizardappearsto guideyou stepby stepthroughthe activation
process.

Followthe ActivationWizard to completethe activation.

UninstallingnChronosConsole

To uninstallnChronosConsoleb.0,

1. Dooneof the following:
1 Onthe Startmenu,locatethe folder of nChronosConsolewhich, by default,is
ColasoftnChronogConsolé.0, andthen clickUninstall ColasoftnChronosConsole
5.0.
1 Onthe Startmenu,clickControl Panel In ControlPanel clickUninstalla program
LocateColasoftnChronosConsoles.0 andthen click Uninstall.

2. The Uninstall dialog box pops up as the following figure. dick Yes to continue the
uninstallation.

3. A box pops up to askwhether to keep configurations.Click Yesif you want to keep the
configurationsor elseclickNo.

Theconfigurationsare the serverlistinformationon the ServerExplorer.

Copyright© 2016 Colasoft All rightsreserved. 8
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Server Configurations

Tocaptureusefultraffic and analyzeefficiently,you needto configurenChronosServer.Thischapter
describeghe configurationsfor nChronosServerandall theseconfigurationsare done on webpages.
S, you shouldfirst loginnChronosServerfrom a browser.

LoggingServerfrom a browser

Youcanlog nChronosServerfrom the browsersat both the Serversideandthe Consoleside.Tolog
in a Serverfrom a browser,follow the stepsbelow:

1. Launchabrowser,enter the IPaddressand port numberin the Addresshar, andthen press

ENTER
2. Enter the user name and the passwordboth of which are defined when you initialize

nChronosServer
e
Ry

E{.\ Colasoft nChronos

.4 - Server Administration

Username:; |a|:|min

FPassword: | ------

h |
3. ClickLogInto loginthe Server

Copyright© 2016 Colasoft All rightsreserved. 9
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Sorage Settings

Thispageis providedto configurestoragesettings

Storage Settings

Disk Space

Device Mount Point Total Space Available Space Storage Space Used  Storage Space Configured Export Data Space

Mdevisdai ! 90GB 38GB 0GB

/dev/sdbi ldata 6415GB 6291GB 5225GB

Analysis Space
Storage Area Statistics Space Packet Space Transaction Logs Space Alarm Logs Space
Default storage area 20068 5000GB 10GB 10G8 1]

©ONew Storage Area

OK

DiskSpace
DiskSpacas providedto configureserver'sstoragespace.Thefollowinglist describeshe
parametersin the list.

Device Thediskin the servermachine.

Mount Point: Thepath of diskin the servermachine.

Total Space Thetotal sizeof the disk.

AvailableSpace Thefree sizeof the disk.

StorageSpaceJsed Thespacethat is alreadyusedfor storingnChronoglata.
StorageSpaceConfigured Thesizewhichyou specifyfor storingnChronosdata, including
capturedtraffic and analysigdata.

1 ExportDataSpace Thespacefor storinglink statisticsdata, applicationmonitoringdataand
transactionprocessinglata.

=A =4 =4 4 -4 4

AnalysisSpace
AnalysisSpaces providedto configurethe sizeof server'sstoragespaceandthat of exporteddata.
Thefollowinglist describeghe parametersin the list.

i StorageArea Thenameof the storagearea,whichis setby userswhenaddinga new
storagearea.

StatisticsSpace Thesizeof the storagespacefor storingstatisticsdata.

acketSpace Thesizeof the storagespacefor storingpackets.
TransactionLogsSpace Thesizeof the storagespacefor storingtransactionlogs.

1 AlarmLogsSpace Thesizeof the storagespacefor storingalarmlogs.

= =4 =

Clickthe "New StorageArea"link, the New StorageAreadialogbox popsup asshownbelow:

Copyright© 2016 Colasoft All rightsreserved. 10
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New Storage Area

Name: | pefault storage area

Statistics 0 GB
space: -
Fackets 0 GB
space: -
Transaction 0 GB

logs space:
Alarm logs 0 cB

space:

oK Cancel
Interface Settings

Thispagelistsall network interfaceson nChronosServer.Thecaptureinterfaceis for capturing
traffic and usuallyconnectedto the mirror port of a switchor atap, andthe managemeninterface
isfor the Serverto communicatewith nChronosConsolesThelnterfacepageshowsasfollowing:

Interface Settings

Name Status Speed (Mbps) Type Action
Management1 (192,168 5.150) Connected 1000 lfanagement interface [=] Edit
Management2 (192 168 5.161) Connected 1000 Management interface ] Edit
Capture (0.0.0.0) Disconnected 1000 Capture interface E Edit
Capture2 (0.0.0.0) Disconnected 1000 Capture interface [=] Edit
Capture3 (0.0.0.0) Disconnected 1000 Capture interface [=] Edit
Capture4 (0.0.0.0) Disconnected 1000 Capture interface [ Edit
Save

1 Name Thenameaswell asthe IPaddressof the network interface/port.

1 Status Theconnectionstatusof the networkinterface/port.

1 Speed Theconnectionspeedof the network interface/port.

1 Type Tospecifyit isa captureinterfaceor amanagemeninterface.

1 Action: Onlyavailablefor Managementnterface.

Copyright© 2016 Colasoft All rightsreserved. 11
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Defininginterfacetype

Todefineaninterfacetype for a network interface/port, just selectthe appropriatetype from the
drop-down list underthe Typecolumn.

Youcandefinemultiple Captureinterfaces.

Whena network interface/portis definedasCaptureinterfaceandis allocatedto a
network link, you cannotmodify the interfacetype of it anymore. If youwantto modify it, you have
to deletethe network link first.

Settinga Captureinterface

Tosetacaptureinterface,just clickthe Editbutton followingthe captureinterfaceto goto the
Virtual Interfacepage,asthe followingfigure:

Management Interface / Virtual Interface

eth2(0.0.0.0)

Virtual Interface Type: VLAN M

VLAN ID Alias Operation

Add Virtual Interface

Toaddavirtual interface,

1. Selectthe type of the virtual interfaceto be added.Youcanchoo% one of VLANand MPLS
VPN.
2. Clickthe button AddVirtual Interfaceto pop up the addbox:

Copyright© 2016 Colasoft All rightsreserved. 12
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Virtual Interface

VLA ID: Please enter a number

Alias:

OK Cancel

3. Typethe ID or label, and the namefor the virtual interface,and then click Ok to savethe
settings.

Settinga Managementinterface
Tosetamanagemeninterface,follow the stepsbelow:

1. ClickEditfollowingthe Managementinterfaceto getinto the setup page,like the following
figure:

Management Interface [ Edit Interface

ethi ()
IP address:
IP mask:

Gateway address:

DNS server:

oK Cancel

2. Enterthe IPaddresssubnetmask,gateway,and DNSserveraddressandthen clickOK

Copyright© 2016 Colasoft All rightsreserved. 13
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Link Configuration

Onthe Link Configurationpage,you canview basicinformation of the network, changethe link
status,deleteandadda network link. Thispageshowsasfollowing:

Network
Link ID Name Type Capturing Interface Count  bps Status Operation

Switch (bidirectional ic mirro
199-hk . 2 0.000 bps Stopped Run Edit Delete
fing

Switch (bidirectional traffic mimo R
"""" a5 1 0.000 bps Running Stop Edit Delete

rectonal traffic mirro
1 0.000 bps Running Stop Edit Delete

0.000 bps Running Stop Edit Delete

New Link

Thefollowinglist describeghe columnson this page:
1 Network LinkID: Thenumberof the networklink. It startsfrom 1.
1 Name Thenameof the networklink. It is definedwhenaddinga network link and displays
underthe Serveron the ServerExplorerat the Consoleside.
1 Type Thetype of the network link. It showsthe wayto capturethe traffic.

Captuiing Interface Count Thequantity of the Capturelnterfacesfor this network link.

1 Status Thestatusof the network link. It showswhetherthe networklink is runningor not. It
couldbe Runningwhichmeansstartingto captureandanalyzethe traffic of the network link,
and StoppedvhichmeansnChronosServerhasstoppedcapturingtraffic.

9 Operation Theoperationson the network link. Thefollowing list describeghe actions:

=

1 Edit Modifiesthe settingsof the network link. Thesettingsare just the sameas
thosewhenaddinga network link.

1 Delete Deletesthe networklink. Thisactionis only availablewhenthe link statusis
Stopped
Stop Stopsthe monitor on the network link.

1 Run Startsto captureandanalyzethe traffic of the networklink.

Adding a network link
Toaddanetworklink, follow the stepsbelow:

1. ClickNew Linkonthe LinkConfigurationpageto showthe following page:

Copyright© 2016 Colasoft All rightsreserved. 14
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Network Link Settings / New Link

Basi Information

1P Address bps. Speed(Mbps)

Instructions:

Examples for network segment rul

OK Cancel

2. Enterthe link nameandselectalink type. Thefollowing list describeghe link types.

1 Switch(bidirectional mirroring): nChronoscapturestraffic from the switchwhich
hasmirroredtraffic, includinginboundandoutbound.

1 Switch(unidirectional mirroring): nChronoscapturestraffic from the switchwhich
hasmirrored one-waytraffic, inboundor outbound.

1 Standardtap: A network tap whichonly mirrors one-way traffic, inboundor
outbound.

1 Aggregationtap: A network tap whichmirrors bidirectionaltraffic, including
inboundandoutbound.

3. Selecta storageareafor the network link. Thedata of multiple network links canbe stored
on onestoragearea.

4. Setcaptureinterfaceandnetwork segments:
If you selectSwitch(mirrored bidirectionaltraffic) or Aggregatiortap, follow the stepsbelow:

1) Selectthe captureinterfaceswhichare connectedwith the mirror port of the switch
or the tap.

2) Setthe network segment,whichis for identifying the transmissiondirection of the
packetsto further get accurateinbound and outbound traffic statistics.Youshould
enter the IP addressesand the segmentsthat should be recognizedas internal
addresses.

If youselectSwitch(mirrored unidirectionaltraffic) or Standardap, follow the stepsbelow:

1) Selectthe captureinterfacesthat are connectedwith the outbound mirror port of
the switchor the tap for capturingoutboundtraffic.

2) Selectthe captureinterfacesthat are connectedwith the inboundmirror port of the
switchor the tap for capturinginboundtraffic.
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5. Set up whether to use switch timestamp. At present only three types of switchesare
supported:ARISTA/SSMonitoring and Gigamon.

6. Setup whether to export data automatically.You can export network link statisticsdata,
applicationperformancedataandapplicationtransactiondatain CS\Mformat.

7. Setup whetherto enablemillisecondstatistics.Millisecondstatisticsis for the environment
that cares about burst traffic. Millisecond traffic alarm can be configured only when
millisecondstatisticsis enabled.

8. Set bandwidth. Enter the inbound bandwidth, outbound bandwidth, and the total
bandwidth.

You shouldenter the actualbandwidthto get accuratebandwidthutilization.

9. ClickOKto savethe settings.
Addingareplay link
Toaddareplaylink, follow the stepsbelow:

1. ClickNew Linkonthe LinkConfigurationpageto showthe following page:

Network Link Settings / New Link

Network Interface 1P Address bps. Speed(Mbps)

Instructions:

Examples for networ

bandwidth

OK Cancel

2. Enterthe link nameandselectlink type as"Replaypackets".

3. Select"Createa storagearea” from the Storagearea drop-down to create a new storage
area.Eachreplaylink needsan independentstoragearea.Multiple replaylinkscannotshare
one storagearea.

4. Setwhereto getthe packetfiles,from nChronosServeror uploadingfrom local.

5. Setthe network segment,whichis for identifying the transmissiondirection of the packets
to further get accurateinbound and outbound traffic statistics. You should enter the IP
addressesandthe segmentghat shouldbe recognizedasinternaladdresses.
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6. Setup whether to use switch timestamp. At present only three types of switchesare
supported:ARISTA/SSMonitoring and Gigamon.

7. Setup whether to export data automatically.You can export network link statisticsdata,
applicationperformancedataandapplicationtransactiondatain CS\Mformat.

8. Setup whetherto enablemillisecondstatistics.Millisecondstatisticsis for the environment
that cares about burst traffic. Millisecond traffic alarm can be configured only when
millisecondstatisticsis enabled.

9. Set bandwidth. Enter the inbound bandwidth, outbound bandwidth, and the total
bandwidth.

You shouldenter the actualbandwidthto get accuratebandwidthutilization.

10. ClickOKto savethe settings.

Runninga network link

Toviewreaktime, dynamic,up-to-the-secondnetwork data at the Consoleside,to getthe analysis
statisticsof the network traffic, or to downloadpacketsfrom the Serveryou mustmonitor the
network link to makethe link running.

Torun anetworklink, just clickthe button Runon the Network Linkpage.

Stoppinga network link
Whenyouwant to stopthe network link, just clickthe button Stopon the Network Linkpage,and
then nChronoswill stop capturingtraffic.

PredefinedLlibrary

Thispagelistsall uploadedlibraryfiles, like the followingfigure:

Predefined Library
Name Type Version Import Date Count Operation

SystemApplication Application 149 1012772015 00:40:26 1981 Eait

Library file
update

Thefollowinglist describesall the columnson this page:
1 Name Thenameof the library, not the nameof the file.
1 Type Thetype of the library.
1 Version Theversionof the library.
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1 Import Date: Thetime whenthe libraryfile isuploaded

1 Count Thequantity of applicatiorsif the libraryis anapplicationlibrary, or the quantity of
signaturealarmsif the libraryis a signaturelibrary.

1 Operation Thefollowinglist describeghe actions

1 Edit Youcanclickthis button to viewthe detailedlibraryinformation. When
viewingan applicationlibrary, you canenable/disablehe interesteditems.

AnalysisCenter

Analysis Center

nChronos Server name: R&D
Center address: 192 168.5 161

Center port: 22100

Usermame: ceadmin

Password:

S5L:

* Please wait while connecting to the Analysis Center...

Connect

Thispageisfor configuringthe connectionsettingsto AnalysisCenter.

9 nChronosServername Thenamefor this nChronosServer.

1 Centeraddress ThelPaddressof Analysi<Center

1 Centerport: Theport numberfor connectingto AnalysiCenter.It is 22100by default.

1 Username Theusernamefor connectingto Analysi€Center.Theusernameshouldbe set
up in AnalysisCenter

1 Password Thepasswordor the usernameto connectto Analysi€Center.Theusername
andpasswordshouldbe setup in AnalysisCenter.

1 SSLAppliesSSlencryptionwhentransmittingdata.
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SMTPSettings

Thispageisfor settingthe connectionparametersto an SMTRemailserver,whichis for sending
emailnotificationsfor alarmsand scheduledeports.

SMTP Settings

LIser Infarmatian

Yaur name:
Email address:

Server Informatian

Email server:

SSL encryption: Nom« v | Portnumber: 25

Login Infarmation

ser name:

Passward:

Test OK

9 Yourname Thenameof the sender.
1 Emailaddress Theemailaddressof the sender.
I Emailserver. Theaddresof the emailserver.
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SSlencryption: Theencryptionconnectiontype of emailserver.
Port number. Theport numberfor the encryptionconnection.
Username Theusernameof the senderto logonthe emailserver.
9 Password Thepasswordor the senderaddress.

= =4 =4

After the setting,you canclick Testto checkif the settingsare correct.

Alarm Notification

Thispageis providedto setalarmnotification parameterswhenalarmsaretriggered,and showsas
the followingfigure:

Alarm Notification

#| Email notification

Email subject:

Fecipient address:

Notification interval: 1 Range: 1-999 (minutes)

Test

#| Syslog notification

Syslog server address: 192 168.0.50:514

# Send every secand

Send every: 1 Range: 1-999 (minutes)

OK

Emailnotification
Tonotify with emailwhenalarmsare triggered,follow the stepsbelow:

1. Enablethe checkboxEmailnotification on this page.

2. Enterthe subjectandthe recipientaddress.Youcanenter multiple recipientaddresses.
3. Setthe notificationinterval.

4. ClickOKto savethe settings.
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YoucanclickTestto verifyif the settingsare correct. If the recipientaddresseceiveghe
test email,you canbe surethat the settingsare correct.

SYSLOG@otification

Tonotify with syslogwhenalarmsare triggered,follow the stepsbelow:

1. Enablethe checkboxSYSLOG@Gotification onthis page.

2. Enterthe addressandthe port numberof the syslogserver.

3. Setthe notificationinterval. Youcansendthe syslogeverysecondor everyspecifiedminutes.
4. ClickOKto savethe settings.

ReportNotification

Thispageis for settingreport optionsandreport recipientaddresses.
Report Notification

Report options

Company name: Colasoft LLC

Author: Administrator

Company logo:

Preview

Change

[T Prefix:

Show create time

[¥] Recipient address

Addresses:

Test

Save
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Reportoptions

Allthe report optionswill be displayedon reportsonceuserssetthem up.
1 Company name: Thiswill be displayedon the top left of reports.
1 Author: Thenameof the reportscreator.
9 company logo: Thelogoof the company whichwill be displayedon the top right of reports.
9 Prefix: Thiswill be addedin the front of all report title asa prefix.
1 Show create time: Showshe time whenreportsare created.

After the settings,userscanclickpreview to checkthe display.

Recipientaddress
Theaddresse®f report recipients.Userscanenter multiple addressesvith one entry perline.

UserManagement

Thispagelistsall useraccounts And,on this page,you canadd, delete,andkickout users.Thispage
showsasfollowing:

User Account
No. Username Type Status Date Created Date Logged Hotes Action

1 admin Administrator  Online (Console, Browser) 2013/0815 17:32:12 2013/08/28 16:13.47 Default administrator Edit Delete Kick Out

2 test Administrater  Offline 2013/08/28 16:20:47 for test users Edit Delete Kick Out

New Account

1 No.. Thenumberof the accountwhichstartsfrom 1 andincreasesy 1 everytime whena
new useraccountis created.Whena useraccountis deleted,the numberof it will be used
by the useraccountfollowingit. Therefore from the numberof the bottom useraccount,
you canknow how manyuseraccountsare createdfor this nChronosServer.

1 Username Theusernameof the account,whichis definedwhencreatinga useraccount.

1 Type Thetype of the account,which couldbe anadministrator,a user,or an auditor. You
canchangethe type of anaccountby click Editfollowingthe account.

9 Status Thestatusof the account.Thefollowinglist describeghe statusin detail:

1 Online ThestatusOnline(Consolejndicatesthe accountlogsin the Serverfrom a
Consoleanddoesnot log out yet; the statusOnline(Browser)ndicatesthe account
logsin the Serverfrom a browseranddoesnot log out yet; andthe statusOnline
(ConsoleBrowser)ndicatesthe accountlogsin the Serverboth from a Consoleand
a browseranddoesnot logout yet. Youcanview the audit logsto knowthe details
of the login.

1 Offline: Theaccountdoesnot login the Serverat present.

1 Disabled Theaccountis disabledby anadministratorand cannotlogin the Server
either from the Consoleor from browsers.

CreateTime Thetime whenthe accountisadded.

LoginTime Thetime whenthe accountlogsin, from a Consoleor a browser.
Notes Thecommentsor notesfor the account.

Actions Thefollowinglist describeghe actions:

1
1
1
1
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1 Edit Modifiesthe settingsof the account. Thesettingsare just the sameasthose
whencreatinga new account.

1 Delete Deletesthe account. Anaccountcanbe deletedonly whenthe statusis
Offline

1 KickOut: Kicksthe accountout of the connectionfrom the ConsoleThisbutton is
availableonly whenthe statusis Online(Console)

Addingan account
Toaddanaccount,follow the stepsbelow:

1. ClickNew Accounton the UserAccountpageto showthe following page.

User Management / New User

Usemname:

Password

Re-enter
password

Notes (optional

TYPE: | agministrator

Disabled account

OK Cancel

2. Enterthe username,the passwordor the account,andthe notes.
3. Selectthe accounttype:
1 Administrator: Anadministratorhasthe administratorauthority, canloginthe
Serverfrom both the Consoleand browsers,and canconfigurethe Serverandthe

link settings.

1 User Ausercanloginthe Serverfrom the Consoleput cannotconfigurethe link
settings.

1 Auditor: Anauditcanonlyloginthe Serverfrom browsers but canonly viewthe
auditlogs.

4. ClickOKto completelyaddanaccount.

Certificate

Thispageis providedto updatedigital certificate,and showsasthe followingfigure:

Certificate

Issuer Subject Valid (From) Valid (To) Version

C=Us
3=0K

CN=Colasoft-CA L=Tulsa 2013/01/28 02:28:50 2018/01/28 02:38:50 V3
0= Colasoft LLC

CHN=nChronos colasoft com

Update

Bydefault, there is a certificatefile providedby Colasoft.Youcanalsoupdatethe certificate.
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Toupdatethe certificate,clickUpdateon the Certificatepageand uploadthe certificatefile andthe
correspondingkeyfile.

Update Certificate

Certificate File:

Select(.crt)
Key File: Select{_key)
Update Cancel
Security Policy

Thispageis providedto setthe securitypolicies,asthe followingfigure:

Security Policy

Lockout policy

IP lockoutthreshold: | 3

administrator or until the

before automaticall
be
1P lockoutduration: | 100 (minutes)

The available

Ifyou setthe IP loc|

Reset IP lockout
counterafter. | 100

before the failed logon

(minutes) Th

IP lockout threshold is specified.

al to the IP lockout duration.

Save Unlock

Tosetthe securitypolicy,follow the stepsbelow:

1. SelectLockoutpolicy.

2. Enterthe timesin the IPlockout threshold box.
Thissettingdeterminesthe numberof failedlogin attemptsthat causeghe IP of the
computerwherea userattemptsto loginthe Serverto be lockedout. Alockedout account
cannotbe useduntil it isresetby anadministratoror until the lockoutdurationfor the
accounthasexpired.Youcansetavaluebetweenl and999failed loginattempts.

3. Enterthe lockoutdurationin the IPlockout duration box.

Thissettingdeterminesthe numberof minutesa lockedout IPremainslockedout before
automaticallypbecomingunlocked.Theavailablerangeis from 0 minute through9,999

minutes.If you setthe IPlockoutdurationto O, the IPwill be lockedout until the Server
restarts.
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4. Typeanumberin the ResetlPlockout counter after box.
Thissettingdeterminesthe numberof minutesthat mustelapseafter a failed login attempt
beforethe failedloginattempt counteris resetto 0 badlogonattempts. Theavailablerange
is 1 minuteto 9,999minutes.

5. ClickOKto savethe settings
Oncethe Lockpolicyis enabled,if someoneloginthe Serverincorrectlyfor the timesof IPlockout
threshold,the IPwill be locked.However,if the Lockpolicyis disabled the lockedIPwill be unlocked
automatically.

ViewinglockedIPaddresses
Whenan IPislocked,an administratorcanviewthe lockinformation.

Toviewthe lockinformation, clickUnlockon the SecurityPolicypage;andthe unlockpagepopsup,
whichappearsasbelow:

IP: ThelPaddresswherethe userattemptsto login.

AccessSource Showshe userattemptsto loginthe Serverfrom a Consoleor abrowser.
Attempt Account Showswhichaccountswith whichthe userattemptsto loginthe Server.
LatestAccesslime Showshe latestaccesgime.

9 Action: Unlockthe IP.

=A =4 =4 =

Excepthe lockedIPaddressesthe unlockpagealsoliststhe IPaddresseshat are not lockedbut
failedto loginthe Serverin the IPlockoutthreshold.

UnlocknganIP

TounlockalockedIP,clickUnlockto openthe unlockpageandclick
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