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Preface 

Summary 

This guide is provided to guide the usage of nChronos. It is recommended to read this guide chapter 

by chapter, which are arranged according to usage and difficulty. 

Who should read this paper 

This guide is written for all users of nChronos. 

Glossary 

The commonly used terms in this guide are described in Table 1. 

Table 1 Glossary 

Term Description 

nChronos Server 

The core of nChronos, for capturing, analyzing and storing 
the traffic data of target network which is also called as 
network link. Communicates with nChronos Console via 
the communication port. Also called as Server. 

nChronos Console 

A data presentation platform. Connects to nChronos 
Server, provides various statistics for users to view and 
analyze the network traffic status, and provides 
retrospective analysis, new analysis and data drilldown. 
Also called as Console. 

Analysis object 
The network elements, including protocols, addresses, 
ports, conversations, applications, hosts, network 
segments, target network, and other elements. 

Capture interface 
A network interface/port on nChronos Server, generally 
connected with the mirror port, for capturing the traffic of 
the target network. 

Management 
interface 

A network interface/port on nChronos Server, generally 
for accessing the Internet such that nChronos Consoles 
and third-party apps can access the nChronos Server to 
obtain statistics and analysis data. 

Network link 
A network object for nChronos to collect captured 
network traffic and to make statistics and analysis. 

Back-in-time 
analysis 

Also called as retrospective analysis. Provides detailed 
analysis presentation, data drilldown, new analysis and 
various statistics for historical network data. 

Time Window 

A time range with specific span which could be 4 minutes, 
20 minutes, 1 hour, 4 hour and other time spans. Smaller 
time span provides less data volume and finer data 
granularity. With the Time Window, network data of 
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Term Description 

historical time can be retrieved easily. 

Filter 
A group of user-defined data screening conditions or rules 
to accept the required data. 

IP pair 
A pair of IP addresses, without the identification of source 
address and destination address. 

Drilldown 
Level-by-level progressive analysis on selected network 
objects which include applications, network segments, 
addresses and conversations. 

Expert Analyzer 
A packet-level analysis system. Provides lots of statistics 
about selected network objects and original decoding 
information of the packets. 

Web application 
URL-based applications and defined by host name, IP 
address, port number and URL parameters. 

Signature 
application 

Applications defined by the feature codes of original data 
flow, in ASCII, Hex, UTF-8 or UTF-16. 

Performance 
analysis 

The analysis on the service performance of an application. 
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Introduction 
This chapter introduces nChronos, and describes the architecture and deployment of nChronos. 

About nChronos 
Colasoft nChronos consists of nChronos Server and nChronos Console. nChronos Server is the core of 

nChronos, for capturing, analyzing and storing the packets of target network. nChronos Console is 

just like a data presentation platform, for accessing nChronos Server to obtain statistics and other 

analysis data for presentation. Users should first deploy nChronos Server, and then connect the 

nChronos Server to a Console to view data. 

Architecture  
Colasoft nChronos Server contains at least two network interfaces, one called as capture interface 

and the other as management interface. With the capture interface, nChronos Server captures all 

packets on the target network via the mirror ports on switches or taps, and then deliveries the 

packets to analysis and statistical modules to analyze and store. With the management interface, 

nChronos Server communicates with nChronos Consoles over the LAN or Internet. 

Colasoft nChronos Consoles communicate with nChronos Servers using C/S (Client/Server) 

technology. When nChronos Console monitors the network link in real-time, displays the statistics 

on the analysis views, exports statistics, downloads packets, drills down network objects, makes 

refine analysis, and performs other communication operations, it sends request commands to the 

Server; then the Server responds the commands and returns related data. Furthermore, nChronos 

Console and nChronos Server communicate over the Internet using TCP/IP protocols with specified 

port number. 

The functional architecture of nChronos Consoles and nChronos Servers is described as the following 

figure: 

 

Deployment 
For the networks of different scales and with multiple network links, nChronos can not only capture 

and store the network data of local networks but support distributive deployment and remote 

monitor. For the critical network links, multiple nChronos Servers can be deployed and users can 

connect to remote nChronos Servers at any place any time for data analysis and network 

management. Furthermore, using nChronos Consoles, the traffic of critical network links can be 
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monitored in real-time and can be reported once there are anomalies. The deployment of nChronos 

is visualized as the following figure: 

 

To capture traffic effectively, the traffic sources are must from appropriate network devices which 

include managed switches, hubs and taps. Managed switches are the perfect choice because you can 

use their port mirroring/SPAN function to copy the packets to a monitor port. This function is called 

as Port Mirroring (Cisco calls it SPAN). For more details about port mirroring, read Switch 

Management on our website. 

Managed switches 

The following figure shows simplified nChronos deployment in a network with managed switches. 

 

Hub 

If a managed switch is unavailable on the network, you may use a hub as the traffic source. In such a 

network, the capture interfaces are connected to the hub. Note that a hub can only process 100 

http://www.colasoft.com/resources/switch-management.php
http://www.colasoft.com/resources/switch-management.php
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Mbps of traffic, and ƛǘΩǎ not a good choice for modern networks. But if the network traffic is small, a 

hub is also an economical choice. The following figure shows simplified nChronos deployment in a 

network of hubs. 

 

Tap 

Besides using a hub to capture traffic from a small network, a network tap is a more wise choice to 

be used to capture traffic from a heavily utilized cable. A network tap is acting the port mirroring 

function of a managed switch, which is able to make a copy of all packets and send it to your server. 

The figure below shows simplified nChronos deployment in a tap network. 
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Installation, Activation and Uninstall 
This chapter introduces the installation of nChronos Server and installation, activation and uninstall 

of nChronos Console. 

Installing nChronos Server 

Follow the steps below to install CentOS 6.6 first, and then install nChronos Server.  

Note: The installation of the OS will overwrite previous OS. 

Prerequisites 
1. ColaOS 6.6 installation file; 

2. nChronos Server installation file: nchronoss-xxxx.rpm; 

3. There should be two RAID partitions and mount data partition onto /data.  

RAID Partitions 

1. Start the machine, and press corresponding shortcut key according to the model of RAID 

card to go to the RAID card configuration interface.  

Taking PERC H710P for example, press CTRL+R to go to the RAID card configuration interface. 

2. Press F2, choose Clear Config to delete the default configuration information. 

 

3. Choose Create New VD, choose RAID-5, select all physical disks, use Tab key to switch, set 

VD Size of VD1 as recommended 60 G and VD Name as system, and then choose OK all the 

way. 
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4. Add VD2 on Disk Group, no need to choose physical disk again here, choose RAID-5 for RAID 

Level, choose the rest storage space, set VD Name as data, choose Advanced Settings, set 

Element Size as 1 MB, and choose OK. 

5. Initialize the two partitions, select the partition, press F2, select Fast Init. 

6. Restart the server after finishing the settings. 

Installing Operating System 

Install the operating system CentOS 6.6. 

Installing nChronos Server 

1. Use SSH tool to remotely connect to the server, put the installation file in the file folder 

άrootέ, as shown below:  

 

2. Modify the privilege  with the command: chmod +x  nchronoss-xxxx.rpm 

3. Add a new file folder named data with the command: mkdir  /data 

4. Execute the installation command: rpm -ivh  nchronoss-xxxx.rpm 

The default username for connecting to nChronos Server is admin and the password is D&^4Vs. 

Installing nChronos Console 

System requirements 

The recommended system requirements for nChronos Console are: 

¶ 4-core processor 

¶ 4GB RAM 

¶ Independent network adapter 

¶ Internet Explorer 9.0 or higher 
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Installing nChronos Console 

Before installing nChronos Console, you should: 

¶ Make sure your machine meets the minimum system requirements. 

¶ Close all running applications on your machine. 

¶ Uninstall any earlier or trial version of nChronos Console. 

To install nChronos Console: 

1. Double-click the installation file of nChronos Console, and then the Setup wizard appears. 

Click Next. 

2. On the License Agreement page, review the License Agreement and, if you agree, select the I 

accept the agreement check box, and then click Next. 

3. Review the product updates, and then click Next. 

4. Specify an installation directory. By default, the installation directory is C:\Program 

Files\Colasoft nChronos Console 5.0. To specify another directory, use the field provided or 

click Browse to locate an installation folder. Then click Next. 

5. Specify the folder name on the Start, and then click Next. 

6. Specify whether to create a desktop icon and a quick start icon, and then click Next. 

7. On the Ready to Install page, review the installation information and, if all information are 

correct, click Install to install nChronos Console to the computer. 

8. Review the Readme, and then click Next. 

9. Click Finish to complete the installation. By default, the Launch Program check box is 

selected to launch the program after the installation. 

Activating nChronos Console 
After the installation, the Activation Wizard appears to guide you step by step through the activation 

process. 

Follow the Activation Wizard to complete the activation. 

Uninstalling nChronos Console 

To uninstall nChronos Console 5.0, 

1. Do one of the following: 

¶ On the Start menu, locate the folder of nChronos Console, which, by default, is 

Colasoft nChronos Console 5.0, and then click Uninstall Colasoft nChronos Console 

5.0. 

¶ On the Start menu, click Control Panel. In Control Panel, click Uninstall a program. 

Locate Colasoft nChronos Console 5.0 and then click Uninstall. 

2. The Uninstall dialog box pops up as the following figure. Click Yes to continue the 

uninstallation. 

3. A box pops up to ask whether to keep configurations. Click Yes if you want to keep the 

configurations, or else click No. 

 The configurations are the server list information on the Server Explorer.  
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Server Configurations 
To capture useful traffic and analyze efficiently, you need to configure nChronos Server. This chapter 

describes the configurations for nChronos Server, and all these configurations are done on webpages. 

So, you should first login nChronos Server from a browser. 

Logging Server from a browser 

You can log nChronos Server from the browsers at both the Server side and the Console side. To log 

in a Server from a browser, follow the steps below: 

1. Launch a browser, enter the IP address and port number in the Address bar, and then press 

ENTER. 

2. Enter the user name and the password both of which are defined when you initialize 

nChronos Server. 

 

3. Click Log In to log in the Server. 



Server Configurations 

Copyright © 2016 Colasoft. All rights reserved. 10 

Storage Settings 

This page is provided to configure storage settings: 

 

Disk Space 
Disk Space is provided to configure server's storage space. The following list describes the 

parameters in the list. 

¶ Device: The disk in the server machine. 

¶ Mount Point: The path of disk in the server machine. 

¶ Total Space: The total size of the disk. 

¶ Available Space: The free size of the disk. 

¶ Storage Space Used: The space that is already used for storing nChronos data. 

¶ Storage Space Configured: The size which you specify for storing nChronos data, including 

captured traffic and analysis data. 

¶ Export Data Space: The space for storing link statistics data, application monitoring data and 

transaction processing data. 

Analysis Space 

Analysis Space is provided to configure the size of server's storage space and that of exported data. 

The following list describes the parameters in the list. 

¶ Storage Area: The name of the storage area, which is set by users when adding a new 

storage area. 

¶ Statistics Space: The size of the storage space for storing statistics data. 

¶ acket Space: The size of the storage space for storing packets. 

¶ Transaction Logs Space: The size of the storage space for storing transaction logs. 

¶ Alarm Logs Space: The size of the storage space for storing alarm logs. 

Click the "New Storage Area" link, the New Storage Area dialog box pops up as shown below: 
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Interface Settings 

This page lists all network interfaces on nChronos Server. The capture interface is for capturing 

traffic and usually connected to the mirror port of a switch or a tap, and the management interface 

is for the Server to communicate with nChronos Consoles. The Interface page shows as following: 

 

¶ Name: The name as well as the IP address of the network interface/port. 

¶ Status: The connection status of the network interface/port. 

¶ Speed: The connection speed of the network interface/port. 

¶ Type: To specify it is a capture interface or a management interface. 

¶ Action: Only available for Management interface. 
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Defining interface type 

To define an interface type for a network interface/port, just select the appropriate type from the 

drop-down list under the Type column. 

 You can define multiple Capture interfaces. 

 When a network interface/port is defined as Capture interface and is allocated to a 

network link, you cannot modify the interface type of it any more. If you want to modify it, you have 

to delete the network link first. 

Setting a Capture interface 

To set a capture interface, just click the Edit button following the capture interface to go to the 

Virtual Interface page, as the following figure: 

 

To add a virtual interface, 

1. Select the type of the virtual interface to be added. You can choose one of VLAN and MPLS 

VPN. 

2. Click the button Add Virtual Interface to pop up the add box: 
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3. Type the ID or label, and the name for the virtual interface, and then click OK to save the 

settings. 

Setting a Management interface 

To set a management interface, follow the steps below: 

1. Click Edit following the Management interface to get into the setup page, like the following 

figure: 

 

2. Enter the IP address, subnet mask, gateway, and DNS server address, and then click OK. 
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Link Configuration 

On the Link Configuration page, you can view basic information of the network, change the link 

status, delete and add a network link. This page shows as following: 

 

The following list describes the columns on this page: 

¶ Network Link ID: The number of the network link. It starts from 1. 

¶ Name: The name of the network link. It is defined when adding a network link and displays 

under the Server on the Server Explorer at the Console side. 

¶ Type: The type of the network link. It shows the way to capture the traffic. 

¶ Capturing Interface Count: The quantity of the Capture Interfaces for this network link. 

¶ Status: The status of the network link. It shows whether the network link is running or not. It 

could be Running which means starting to capture and analyze the traffic of the network link, 

and Stopped which means nChronos Server has stopped capturing traffic. 

¶ Operation: The operations on the network link. The following list describes the actions:  

¶ Edit: Modifies the settings of the network link. The settings are just the same as 

those when adding a network link. 

¶ Delete: Deletes the network link. This action is only available when the link status is 

Stopped. 

¶ Stop: Stops the monitor on the network link. 

¶ Run: Starts to capture and analyze the traffic of the network link. 

Adding a network link 

To add a network link, follow the steps below: 

1. Click New Link on the Link Configuration page to show the following page: 
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2. Enter the link name and select a link type. The following list describes the link types. 

¶ Switch (bidirectional mirroring): nChronos captures traffic from the switch which 

has mirrored traffic, including inbound and outbound. 

¶ Switch (unidirectional mirroring): nChronos captures traffic from the switch which 

has mirrored one-way traffic, inbound or outbound. 

¶ Standard tap: A network tap which only mirrors one-way traffic, inbound or 

outbound. 

¶ Aggregation tap: A network tap which mirrors bidirectional traffic, including 

inbound and outbound. 

3. Select a storage area for the network link. The data of multiple network links can be stored 

on one storage area. 

4. Set capture interface and network segments:  

If you select Switch (mirrored bidirectional traffic) or Aggregation tap, follow the steps below: 

1) Select the capture interfaces which are connected with the mirror port of the switch 
or the tap. 

2) Set the network segment, which is for identifying the transmission direction of the 
packets to further get accurate inbound and outbound traffic statistics. You should 
enter the IP addresses and the segments that should be recognized as internal 
addresses. 

If you select Switch (mirrored unidirectional traffic) or Standard tap, follow the steps below: 

1) Select the capture interfaces that are connected with the outbound mirror port of 
the switch or the tap for capturing outbound traffic. 

2) Select the capture interfaces that are connected with the inbound mirror port of the 
switch or the tap for capturing inbound traffic. 
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5. Set up whether to use switch timestamp. At present only three types of switches are 

supported: ARISTA, VSS Monitoring and Gigamon. 

6. Set up whether to export data automatically. You can export network link statistics data, 

application performance data and application transaction data in CSV format. 

7. Set up whether to enable millisecond statistics. Millisecond statistics is for the environment 

that cares about burst traffic. Millisecond traffic alarm can be configured only when 

millisecond statistics is enabled. 

8. Set bandwidth. Enter the inbound bandwidth, outbound bandwidth, and the total 

bandwidth. 

You should enter the actual bandwidth to get accurate bandwidth utilization. 

9. Click OK to save the settings. 

Adding a replay link 

To add a replay link, follow the steps below: 

1. Click New Link on the Link Configuration page to show the following page: 

 

2. Enter the link name and select link type as "Replay packets". 

3. Select "Create a storage area" from the Storage area drop-down to create a new storage 

area. Each replay link needs an independent storage area. Multiple replay links cannot share 

one storage area. 

4. Set where to get the packet files, from nChronos Server or uploading from local. 

5. Set the network segment, which is for identifying the transmission direction of the packets 

to further get accurate inbound and outbound traffic statistics. You should enter the IP 

addresses and the segments that should be recognized as internal addresses. 
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6. Set up whether to use switch timestamp. At present only three types of switches are 

supported: ARISTA, VSS Monitoring and Gigamon. 

7. Set up whether to export data automatically. You can export network link statistics data, 

application performance data and application transaction data in CSV format. 

8. Set up whether to enable millisecond statistics. Millisecond statistics is for the environment 

that cares about burst traffic. Millisecond traffic alarm can be configured only when 

millisecond statistics is enabled. 

9. Set bandwidth. Enter the inbound bandwidth, outbound bandwidth, and the total 

bandwidth. 

You should enter the actual bandwidth to get accurate bandwidth utilization. 

10. Click OK to save the settings. 

Running a network link 

To view real-time, dynamic, up-to-the-second network data at the Console side, to get the analysis 

statistics of the network traffic, or to download packets from the Server, you must monitor the 

network link to make the link running. 

To run a network link, just click the button Run on the Network Link page. 

Stopping a network link 

When you want to stop the network link, just click the button Stop on the Network Link page, and 

then nChronos will stop capturing traffic. 

Predefined Library 

This page lists all uploaded library files, like the following figure: 

 

The following list describes all the columns on this page: 

¶ Name: The name of the library, not the name of the file. 

¶ Type: The type of the library. 

¶ Version: The version of the library. 
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¶ Import Date: The time when the library file is uploaded. 

¶ Count: The quantity of applications if the library is an application library, or the quantity of 

signature alarms if the library is a signature library. 

¶ Operation: The following list describes the actions. 

¶ Edit: You can click this button to view the detailed library information. When 

viewing an application library, you can enable/disable the interested items. 

Analysis Center 

 

This page is for configuring the connection settings to Analysis Center. 

¶ nChronos Server name: The name for this nChronos Server. 

¶ Center address: The IP address of Analysis Center 

¶ Center port: The port number for connecting to Analysis Center. It is 22100 by default. 

¶ Username: The user name for connecting to Analysis Center. The user name should be set 

up in Analysis Center 

¶ Password: The password for the user name to connect to Analysis Center. The user name 

and password should be set up in Analysis Center. 

¶ SSL: Applies SSL encryption when transmitting data. 
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SMTP Settings 

This page is for setting the connection parameters to an SMTP email server, which is for sending 

email notifications for alarms and scheduled reports. 

 

¶ Your name: The name of the sender. 

¶ Email address: The email address of the sender. 

¶ Email server: The address of the email server. 
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¶ SSL encryption: The encryption connection type of email server. 

¶ Port number: The port number for the encryption connection. 

¶ User name: The user name of the sender to logon the email server. 

¶ Password: The password for the sender address. 

After the setting, you can click Test to check if the settings are correct. 

Alarm Notification 

This page is provided to set alarm notification parameters when alarms are triggered, and shows as 

the following figure: 

 

Email notification 

To notify with email when alarms are triggered, follow the steps below: 

1. Enable the checkbox Email notification on this page. 

2. Enter the subject and the recipient address. You can enter multiple recipient addresses. 

3. Set the notification interval. 

4. Click OK to save the settings. 
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 You can click Test to verify if the settings are correct. If the recipient address receives the 

test email, you can be sure that the settings are correct. 

SYSLOG notification 

To notify with syslog when alarms are triggered, follow the steps below: 

1. Enable the checkbox SYSLOG notification on this page. 

2. Enter the address and the port number of the syslog server. 

3. Set the notification interval. You can send the syslog every second or every specified minutes. 

4. Click OK to save the settings. 

Report Notification 

This page is for setting report options and report recipient addresses. 
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Report options 

All the report options will be displayed on reports once users set them up. 

¶ Company name: This will be displayed on the top left of reports. 

¶ Author: The name of the reports creator. 

¶ Company logo: The logo of the company, which will be displayed on the top right of reports. 

¶ Prefix: This will be added in the front of all report title as a prefix. 

¶ Show create time: Shows the time when reports are created. 

After the settings, users can click Preview to check the display. 

Recipient address 

The addresses of report recipients. Users can enter multiple addresses with one entry per line. 

User Management 

This page lists all user accounts. And, on this page, you can add, delete, and kick out users. This page 

shows as following: 

 

¶ No.: The number of the account, which starts from 1 and increases by 1 every time when a 

new user account is created. When a user account is deleted, the number of it will be used 

by the user account following it. Therefore, from the number of the bottom user account, 

you can know how many user accounts are created for this nChronos Server. 

¶ Username: The user name of the account, which is defined when creating a user account. 

¶ Type: The type of the account, which could be an administrator, a user, or an auditor. You 

can change the type of an account by click Edit following the account. 

¶ Status: The status of the account. The following list describes the status in detail:  

¶ Online: The status Online (Console) indicates the account logs in the Server from a 

Console and does not log out yet; the status Online (Browser) indicates the account 

logs in the Server from a browser and does not log out yet; and the status Online 

(Console, Browser) indicates the account logs in the Server both from a Console and 

a browser and does not log out yet. You can view the audit logs to know the details 

of the login. 

¶ Offline: The account does not log in the Server at present. 

¶ Disabled: The account is disabled by an administrator and cannot log in the Server 

either from the Console or from browsers. 

¶ Create Time: The time when the account is added. 

¶ Login Time: The time when the account logs in, from a Console or a browser. 

¶ Notes: The comments or notes for the account. 

¶ Actions: The following list describes the actions:  
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¶ Edit: Modifies the settings of the account. The settings are just the same as those 

when creating a new account. 

¶ Delete: Deletes the account. An account can be deleted only when the status is 

Offline. 

¶ Kick Out: Kicks the account out of the connection from the Console. This button is 

available only when the status is Online (Console). 

Adding an account 

To add an account, follow the steps below: 

1. Click New Account on the User Account page to show the following page. 

 

2. Enter the user name, the password for the account, and the notes. 

3. Select the account type:  

¶ Administrator: An administrator has the administrator authority, can login the 

Server from both the Console and browsers, and can configure the Server and the 

link settings. 

¶ User: A user can login the Server from the Console, but cannot configure the link 

settings. 

¶ Auditor: An audit can only login the Server from browsers, but can only view the 

audit logs. 

4. Click OK to completely add an account. 

Certificate 

This page is provided to update digital certificate, and shows as the following figure: 

 

By default, there is a certificate file provided by Colasoft. You can also update the certificate. 
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To update the certificate, click Update on the Certificate page and upload the certificate file and the 

corresponding key file. 

 

Security Policy 

This page is provided to set the security policies, as the following figure: 

 

To set the security policy, follow the steps below: 

1. Select Lockout policy. 

2. Enter the times in the IP lockout threshold box. 

This setting determines the number of failed login attempts that causes the IP of the 

computer where a user attempts to login the Server to be locked out. A locked-out account 

cannot be used until it is reset by an administrator or until the lockout duration for the 

account has expired. You can set a value between 1 and 999 failed login attempts. 

3. Enter the lockout duration in the IP lockout duration box. 

This setting determines the number of minutes a locked-out IP remains locked out before 

automatically becoming unlocked. The available range is from 0 minute through 9,999 

minutes. If you set the IP lockout duration to 0, the IP will be locked out until the Server 

restarts. 
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4. Type a number in the Reset IP lockout counter after box. 

This setting determines the number of minutes that must elapse after a failed login attempt 

before the failed login attempt counter is reset to 0 bad logon attempts. The available range 

is 1 minute to 9,999 minutes. 

5. Click OK to save the settings. 

Once the Lock policy is enabled, if someone login the Server incorrectly for the times of IP lockout 

threshold, the IP will be locked. However, if the Lock policy is disabled, the locked IP will be unlocked 

automatically. 

Viewing locked IP addresses 

When an IP is locked, an administrator can view the lock information. 

To view the lock information, click Unlock on the Security Policy page; and the unlock page pops up, 

which appears as below: 

 

¶ IP: The IP address where the user attempts to login. 

¶ Access Source: Shows the user attempts to login the Server from a Console or a browser. 

¶ Attempt Account: Shows which accounts with which the user attempts to login the Server. 

¶ Latest Access Time: Shows the latest access time. 

¶ Action: Unlock the IP. 

Except the locked IP addresses, the unlock page also lists the IP addresses that are not locked but 

failed to login the Server in the IP lockout threshold. 

Unlocking an IP 

To unlock a locked IP, click Unlock to open the unlock page and click . 






































































































































































































